AMSIR

Law Journal

Nationally Accredited Journal, Sinta 5. Decree No. 105/ E/KPT/2022
This work is licensed under a Creative Commons Attribution 4.0 International 1icense

AMSIR

Law Journal

e-issn: 2715-9329

Election Law Enforcement: Fighting Black Campaigns on

Social Media

Sultoni Fikri'

ARTICLE INFO

ABSTRACT

Keywords:

Black Campaigns, Election,
Law Enforcement, Social
Media.

How to cite:

Fikri, S. (2024). Election
Law Enforcement: Fighting
Black Campaigns on Social
Media. Amsir Law Journal,
5(2), 117-125.

Dor:
10.36746/ alj.v5i2.408

Recetved:
Jannary 14, 2024
Accepted:
April 15, 2024
Pubplished:
April 30, 2024

The establishment of a democratic state requires the active involvement of its citizens,

primarily through political participation, via elections. An integral part of elections is
campaigning, which is inberently a strategy sometimes used to undermine opponents.

These campaigns are known as “Black Campaigns”. 1t involves the use of malicious
and unethical tactics aimed at discrediting political opponents. One method that is
commonly used today is the dissemination of false information, which leads to slander
that erodes the dignity, reputation, and honor of election participants. This study aims
to evaluate the implementation of election laws and the management of negative political
campaigns spread throngh social media platforms. Using normative legal research
methodology, this research uses legal sources in the form of laws or other regulations,

legal principles, and relevant doctrines. This research reveals that black campaigns are
explicitly regulated in Article 280 of Law No. 7/2017 and Article 69 of Law No.

1/2015. This law categorizes black campaigning as a probibited act, which includes
insults, incitement, and threats against individunals. In the event of black campaigning
on social media, the provisions outlined in Article 27 paragraph 3 and Article 28
paragraph 2 of Law No. 19/2016 should be enforced. To address the problem of
black campaigns on social media, effective conntermeasures need to be proposed, such
as proactively promoting media literacy to coordinating its handling with relevant
institutions. In addition, repressive measures including imposing legal sanctions on
individuals involved in black campaigns on social media are also necessary.

Copyright © 2024 ALJ. All rights reserved.

1. Introduction

Indonesia, as a democratic country, plays an important role in maintaining security, stability
and ensuring adherence to democratic principles.” Article 1 paragraph 2 of the 1945
Constitution of the Republic of Indonesia explicitly states that Indonesia is a democratic
country.” This constitutional provision affirms that power is vested in the people and must
be exercised in accordance with the constitution. In examining these articles, it is clear that
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ultimate power and authority rests with the people, with the government acting as the
guardian of rights and responsibilities on behalf of the people. It is therefore not surprising
that everyone has an equal right to actively participate in decision-making processes that have
implications for the lives of many citizens.

Basically, the establishment of a democratic state’ is realized through popular
involvement achieved through active participation of citizens in political affairs, especially
through elections.” Elections, is a process by which everyone is given the freedom to choose
leaders based on the criteria of effective leadership. It is considered the representation and
benchmark of democracy in the current context. Moreover, the act of citizens participating
in elections serves as a tangible expression of their political rights.

Elections and campaigns have an interrelated relationship. They form an inseparable
relationship, like two sides of a coin.” As defined by Law No. 7/2017 on General Elections,
campaigns and elections include activities carried out by election participants or their legal
representatives, including political parties consisting of organized groups of people or
individual election participants. This campaign is designed to persuade voters by conveying
and presenting the vision, mission, and programs that will be implemented, as well as
projecting the self-image of election participants for promotional purposes. Thus, it can be
concluded that a campaign is a persuasive effort directed at attracting individuals who may
not be committed and persuading them to support a candidate leader.

In practical election scenarios, many campaign strategies involve deliberately
weakening opponents through malicious and unethical acts, such as the spread of fake news
that leads to slander. These tactics result in candidates participating in elections losing their
dignity, reputation and respect in the eyes of the public. This approach deliberately creates a
negative perception of the contesting candidate or opposing political party, aiming to
persuade voters to vote for the candidate who has carefully cultivated a positive image in
society.® This is commonly referred to as “black campaigning”. This campaign strategy is
specifically designed to undermine political opponents.” Dodu defines a black campaign as a
deliberate attempt to undermine a particular candidate through humiliation, dissemination of
false information, defamation, or similar tactics."

In the beginning, black campaigns were carried out by disseminating insulting materials
to opposition parties through print media, including banners and pamphlets, which were
then distributed to the general public."" However, nowadays, black campaigns are mostly
carried out on social media platforms such as Instagram, Twitter and Facebook. The use of
social media in the political arena is undeniable due to its capacity to disseminate information
quickly and efficiently to a wide audience, without time or location restrictions, and in a cost-
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effective manner.”” Therefore, social media has the potential to amplify adverse concerns,
make a substantial impact and effectively shape individuals’ perceptions, which then
influence their decision-making process in choosing a leader.

An example of a black campaign that is often associated with political contestation in
Indonesia is Prabowo Subianto’s presidential candidacy. The narrative of human rights
violations and the abduction of activists in 1998 was always associated with Prabowo
Subianto. Despite allegations that Prabowo Subianto, who at the time served as Commander
of the Army Strategic Reserve Command (Kostrad), was allegedly involved in a series of
human rights violations, including the abduction and torture of student activists and pro-
democracy figures who were considered a threat to New Order rule.” Despite the allegations
against Prabowo, this remains a controversial issue that has yet to be fully exposed.

Meanwhile, there have also been black campaigns accusing the latest presidential
candidate, Anies Baswedan, of being anti-tolerance and potentially radical.'* These
accusations usually relate to his educational background and his ties to certain Islamic groups.
However, these accusations are also controversial, with many considering them an unfair
attempt to attack Anies Baswedan personally. Religious issues are often a major weapon in
black campaigns in Indonesia. This is mainly because Indonesia is a country with a high
diversity of religions and beliefs, so religious-related narratives often have a strong emotional
impact and can be used to influence public opinion towards a candidate.

In addition, the accusation that the new presidential candidate pair, Ganjar-Mahfud,
wants to stop “Bantuan Sosial” and “Bantuan Langsung Tunai (BLT)” if elected in the 2024
presidential election® is also a black campaign that uses negative narratives to damage the
reputation of the candidate pair. Narratives like this can be created or spread by parties who
want to tarnish Ganjar-Mahfud’s reputation or to secure the victory of other candidates in
political contestation. It is important to critically analyze such information and ensure there
are solid facts and clear evidence before believing it. Otherwise, such negative narratives can
undermine the democratic process and influence the public without a strong basis.

The electoral process should ideally be based on a competition of ideas and visions, as
well as candidates’ track records in advancing the public interest. However, in practice, black
campaigns divert attention from substantive issues to negative narratives that are often
unfounded. This deviates from what should happen in a healthy democratic process. We see
the reality of black campaigning in Indonesian politics.

The spread of negative narratives can influence public opinion, especially if there is no
adequate effort to refute or expose the lies. Therefore, the practice of black campaigning has
become part of the political reality in Indonesia, although it does not always reflect the
democratic values that should underlie the political process. In the context of black campaign
narratives, such accusations can obscure the public’s view of the two candidates’ policies and
visions, thus undermining an electoral process that should be based on accurate and
substantive information. Such black campaign practices should not occur in a democratic
and responsible politics. However, black campaigns have become part of the political reality
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in Indonesia that needs to be watched out for and addressed wisely by the public and political
stakeholders.

The challenge of fighting cases relating to black campaigns spread on social media has
significant implications for the conduct of elections as a whole. Not only does black
campaigning adversely affect candidates participating in electoral contests, it also harms the
public. The spread of unfounded opinions undermines the public’s right to accurate
information, a right guaranteed by Article 28F of the 1945 Constitution of the Republic of
Indonesia. The absence of disclosure of cases involving black campaigns on social media
leads to the conclusion that election law enforcement has not been effective. In this research,
the issue of electoral law enforcement is raised by examining the effectiveness of overcoming
black campaigns on social media.

2. Method

The author of this study uses a normative legal research approach,'® a method that involves
examining literature sources or obtaining secondary data that complements the research. In
this research, the author uses a conceptual approach'’ and a statutory approach' as the
methodology chosen for investigation and analysis.

3. Election Law Enforcement: A Comprehensive Fight against Social Media Black
Campaigns

Campaigns are an integral element of political strategy planning. Its main purpose is to
inform the general public,” which consists of potential voters, about the vision, mission, and
programs that will be implemented if the candidate pair is elected as a leader. Certain social
events can witness the transformation of an initially negative campaign into a black
campaign.” In this case, the campaign initially highlights the faults and vulnerabilities of
political opponents (negative campaigning), but then evolves into the dissemination of
unsubstantiated information, resulting in damaging defamation (black campaigning). In
addition, the campaign may involve linking allegations to sensitive social issues such as
ethnicity, religion, race and intergroup, increasing tensions that can trigger anger in society.”

The use of black campaigns arises from a mindset geared towards maintaining
competitiveness, giving rise to malicious actions driven by heightened concerns about the
capabilities of the political opponent at hand. As a result, black campaigns are organized with
the aim of tarnishing the reputation of political opponents, thereby reducing their chances
of gaining support and votes from the public.” Therefore, a black campaign can be
characterized as a deliberate attempt to tarnish one’s reputation by committing malicious acts
against their opponent.” An explicit definition of black campaigning is not provided in
Indonesia’s electoral laws and regulations. However, references to black campaigning can be
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found in Article 280 of Law No. 7/2017 and Article 69 of Law No. 1/2015 on the Stipulation
of Government Regulation in Lieu of Law No. 1/2014 on the Election of Governors,
Regents and Mayors into Law (referred to as Law No. 1/2015).

According to these laws, black campaigning is considered a prohibited act and can

appear in various forms. Article 280 of Law No. 7/2017 prohibits the following actions
during a campaign:

D

2)
3)

9
5)
0)

7)
8)
%)

Questioning the state foundation Pancasila, the Preamble of the 1945 Constitution,
and the form of the Unitary State of the Republic of Indonesia;

Activities that endanger the integrity of the Unitary State of the Republic of Indonesia;

Insulting a person, religion, ethnicity, race, group, candidate, and/or other election
participants;

Inciting and pitting individuals or community groups;
Disrupting public order;

Threatening to commit violence or advocating the use of violence against a person,
group of community members, and/or other election patticipants;

Damaging and/or removing campaign props of other election patticipants;
Using government facilities, places of worship, and places of education;

Carrying or using image signs and/or attributes other than the image signs and/or
attributes of the relevant election participants; and

10) Promising or giving money or other materials to election campaign participants.

In addition, Article 69 of Law No. 1/2015 also prohibits the following actions during

the campaign period:

D

2)

3)

9

5)
6)

7
8)
9)

Questioning the state foundation Pancasila, the Preamble to the 1945 Constitution,
and the form of the Unitary State of the Republic of Indonesia;

Insulting a person, religion, ethnicity, race, class, candidate for Governor, candidate for
Deputy Governor, candidate for Regent, candidate for Deputy Regent, candidate for
Mayor, candidate for Deputy Mayor, and/or Political Party;

Conducting campaigns in the form of inciting, slandering, pitting against Political
Parties, individuals, and/or community groups;

Using violence, threats of violence, or advocating the use of violence against
individuals, community groups, and/or Political Parties;

Disrupting security, tranquility, and public order;

Threatening and advocating the use of violence to take power from the legitimate
government;

Damaging and/or removing campaign props;
Using government and local government facilities and budgets;

Using places of worship and places of education;

10) Marching on foot and/or using vehicles on the highway; and

11) Conducting campaign activities outside the schedule set by the Provincial General

Election Commission and Regency/City General Election Commission.
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The use of black campaigning on social media exacerbates the offenses associated with
black campaigning, as the choice of media determines the additional regulations that need to
be enforced. In this context, Law No. 19/2016, which amends Law No. 11/2008 on
Electronic Information and Transactions, is applicable. Although it does not explicitly
mention elections, this law relates to election-related crimes as it addresses prohibited
actions. According to Atrticle 27 paragraph 3 of Law No. 19/2016, it is unlawful for any
person to intentionally distribute, transmit, or make accessible electronic information or
documents that contain insults or defamation. Similarly, Article 28 paragraph 2 of the same
law stipulates that any person who intentionally disseminates information with the intent to
cause hatred or hostility of certain individuals or community groups based on ethnicity,
religion, race, and intergroup is unlawful.

The description provided highlights that black campaigning is an illegal act that can
cause harm to others, in various forms such as defamation, slander, and incitement. When
conducted through social media, these criminal acts manifest as insults, defamation, and
dissemination of materials with the aim of inciting hatred against political opponents. To
effectively address the problems stemming from black campaigning, it is necessary to adopt
a fair and unbiased approach to law enforcement. This approach should involve establishing
clear guidelines and responsibilities for agencies responsible for enforcing the law, taking into
account their roles and jurisdictions. In addition, fostering strong collaboration and support
among these agencies is critical to successfully achieving the desired goals. Therefore, law
enforcement by law enforcement agencies serves as a tangible manifestation of an idea that
has been actualized in society, rather than merely existing in theory.

4. Countermeasures Against Black Campaigns on Social Media

The role of law enforcement in dealing with black campaigns requires unwavering dedication
and decisive action against individuals who carry out black campaign activities. In this
context, community involvement is essential to collectively safeguard elections to ensure they
run smoothly and successfully, as they should. This is in line with the basic principles of
electoral law in Indonesia, which emphasize characteristics such as direct, general, fair, free,
secret, honest, and just.

Socekanto argues that law enforcement is not only about enforcing laws and regulations,
but also aims to overcome discrepancies between values, rules, and patterns of behavior
found in society.”® From this perspective, law enforcement involves aligning rules and
regulations with community behavior. To effectively enforce the law, measures are needed
to combat illegal activities. Sudarto argues that this can be achieved through preventive and
repressive measures.” Preventive measures refer to measures taken to prevent violations or
irregularities from occurring, while repressive measures refer to measures taken to deter
perpetrators who have committed violations or irregularities.

In the context of the subject discussed in this study, Article 521 of Law No. 7/2017
outlines repressive measures to address black campaigns. These measures apply to
individuals who violate Article 280 of Law No. 7/2017 and Article 69 of Law No. 1/2015.
According to the text, any individual or group involved in implementing or participating in
an election campaign, intentionally violating the prohibition on conducting the campaign,
will be subject to a maximum prison sentence of two years and a maximum fine of Rp
24,000,000,000 (twenty-four million rupiah). Suppose a black campaign is disseminated
through social media platforms such as Instagram, Twitter, and Facebook. In that case, the

24 Soekanto, S. (2004). Faktor-Faktor yang Mempengarubi Penegakan Hukum. Jakarta: Rajawali Press.
3 Socdarto. (1986). Hukum dan Huknm Pidana. Bandung: Alumni.
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perpetrator can be charged under Article 45, paragraph 3 of Law No. 19/2016, which
pertains to the punishment for those who violate Article 27, paragraph 3 of the same law.
According to the text, anyone who violates Article 27, paragraph 3 of Law No. 19/2016 will
be subject to a prison sentence of 4 years and/or a maximum fine of Rp 750,000,000. Article
45, paragraph 5 of the same law also imposes punishment on individuals who violate Article
28, paragraph 2 of Law No. 19/2016. The text states that any breach of the regulations
outlined in Article 28, paragraph 2 will result in a prison sentence of six years and/or a
maximum fine of Rp 1,000,000,000 (one billion rupiah).

Efforts to counter the spread of harmful activities on social media can be achieved
through media literacy and increased collaboration among relevant entities. Media literacy
involves checking and verifying information disseminated on social media platforms,
scrutinizing the accuracy of the information and evaluating the underlying message, intent
and purpose of the content in question. Promoting media literacy can be done effectively
through direct socialization to the public by teachers, the Election Commission, the Election
Supervisory Agency, community leaders and law enforcement. This enables the public to
differentiate and choose social media news wisely.

In addition, it is imperative to increase collaboration between organizations to combat
disinformation campaigns spread through social media platforms. The goal is to regulate the
content that exists in the digital realm, including the implementation of legal actions. The
establishment of the Nusantara Task Force enhances collaboration between various agencies,
aiming to reduce social, religious and racial difficulties. The National Police also partnered
with the National Cyber and Crypto Agency and the Ministry of Communication and
Information to combat malicious propaganda on social media, in collaboration with the
General Election Commission and the Election Supervisory Agency. In addition, the
authority given to law enforcement to deactivate accounts involved in black activities is an
effective means to counteract such operations. According to Article 40 paragraphs 2a and
2b, the government has the authority to terminate access and/or order the Electronic System
Operator to take down unlawful content while taking preventive measures.

5. Closing

Combating black campaigns requires a careful and coordinated approach. Proactive
measures need to involve educating and raising public awareness on how to identify and
assess the veracity of the information they receive. This requires public education on media
literacy and critical skills in filtering trustworthy and untrustworthy news. In addition,
individuals should actively manage the news sources they follow on social media, ensuring
that they only follow credible and trustworthy sources.

On the other hand, punitive measures are essential to enforce the law and stop the
spread of false information and malicious propaganda. Law enforcement agencies should be
involved in identifying and taking action against accounts that engage in black campaigns and
negative propaganda on social media. This could involve active monitoring and enforcement
of violations of laws related to the spread of false information. Article 521 of Law No.
7/2017 and Article 45 paragraph 3 of Law No. 19/2016 provide the legal framework to deal
with such actions. These articles provide the legal basis to punish individuals or entities
involved in black campaigns, with fines or criminal penalties as forms of punishment.
However, it is important to note that the law must be applied carefully and proportionally,
taking into account the importance of freedom of expression and access to accurate
information. Therefore, law enforcement agencies should operate with transparency and
accountability, ensuring that the fundamental rights of individuals are respected in the law
enforcement process.
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